Redmine - Defect #12808

Very Critical RoR Exploit [CVE-2013-0156] - Please Update/Test RedMine2.x for RoR 3.2.11

2013-01-11 11:04 - Terence Mill

Status: Closed Start date:

Priority: Urgent Due date:

Assignee: % Done: 0%
Category: Rails support Estimated time: 0.00 hour
Target version:

Resolution: Invalid Affected version: 2.2.0
Description

This leak is very dangerours, because you can take over the whole server by http post injection on the api.

See Google Online Discussion

Only RoR-Versions 3.2.11, 3.1.10, 3.0.19 und 2.3.15 are safe at the moment!

There already is a Exploit Kit to easily use for everyone.

Ca u please provide work arounds. Is it enough to close the rest api?

History

#1 - 2013-01-11 11:36 - Etienne Massip
- Status changed from New to Closed

- Resolution set to Invalid

Use one of the yesterday releases.

See Redmine 2.2.1, 2.1.6 and 1.4.6 security releases.
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https://groups.google.com/forum/#!topic/rubyonrails-security/61bkgvnSGTQ/discussion
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/multi/http/rails_xml_yaml_code_exec.rb
https://www.redmine.org/news/75
http://www.tcpdf.org

